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e [MOBKMIN NOAXOM K MOCTPOEHMNIO CUCTEMBI 3aLLUTHI
* YHUKaNbHblE TEXHONOTMM GUNBTPaLMM TPadMKa
o O6HapyxxeHVe aTak Ha PaHHUX CTaamnax

o CO6CTBEHHAs CETb LIEHTPOB OYUCTKN TpaduKa

o JleTanbHblt aHaNM3 1 NOAPOBGHbIE OTHETbI
* KpyrnocytouHas akCrnepTHas Nnoaaepxka



3aTpaTbl Ha NpoBeaeHne DDoS-aTak CHMXKAOTCH, OCOOEHHO C YHYETOM PaCnpPOCTPaHEHNS
YSI3BUMbIX YCTPOMCTB M Paboymx CTaHUMM U OB6UINS HeLOCTaTKOB KOHOUrypauum Ha
YPOBHE npuaoxeHus. lNpr 3TOM aTaky CTaHOBSATCS C/IOXKHEE U MacluTabHee: 3a CYMTAHHbIE
MWHYTbl OHM MOTYT BbIBECTU U3 CTPOS BEG-PECYPChl MPeAnpUsaTUS, Bbi3BaTb Neperpysky
CeTn, OCTaHOBUTb KHOYEBbIE BHY TPEHHWE BU3HEC-MPOLLECCHI M MOAHOCTHIO Napann3oBaTh
OHNanH-onepaymn.

Kaspersky DDoS Prevention

YT06bI M36eXaTb penyTaLMOHHbIX U PUHAHCOBbLIX MOTEPb B pe3yibTaTe atak, MCnonb3ynTe peweHne Kaspersky DDoS
Prevention. OHO MOMOXeT BaM COXPaHUTb HEMPEPbLIBHOCTb 6M3HEC-MPOLECCOB U HAAEXHO 3aLLMTUTL CBOU PECYPChI
oT DDoS-aTak cCOBpeMeHHOro Tuna.

M6KMN noaxopn, K 3awmuTe

Bbl MOXeTe BblbpaTb OAMH W3 BapWAHTOB pPeLUEHUS, B 3aBUCMMOCTU OT CTEMNeHU pucka M MnoTpebHOCTEN
Ballero 6msHeca.

Control — 3awmta no  TpeboBaHuio, WHTEPHET
nepeHanpasneHune Tpaduka no npotokony BGP
N LOCTaBKa OYULLEHHOTO TpadmKa C MOMOLLbIO

GRE/MPLS, TpebyeTcs yCTaHOBKa CEHCOPa'. WndpactpykTypa
Kaspersky DDoS Prevention Bawa cetb
Connect — nepeHanpasaeHne TpanVlKa AHOHCbI BGP uepes LieHTpbl O4MCTKY B Cllyyae aTakm
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Connect+ — nepeHanpasieHne Tpaduka no —@— lTlT —'E@

npotokony BGP wn poctaBka ouMLLEHHOro
Tpaduka c nomoubio GRE/MPLS.

Be6-cepBep
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LleHtp — BupTyanbHble TyHHenm
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Connect n Connect+ ncnonb3ytoT o6nayvHble 0o CratucTika
TEXHONOTMN KN  O6EeCneyvmBaloT MOCTOSHHYIO CeHcop KDP
dunbTpaumio Tpadwuka. lpn 3TOM yCTaHOBKa
CeHcopa He TpebyeTca — 3Ta GyHKUMA byaeT Cxema Kaspersky DDoS Prevention Control

BbIMOAHATLCS B HALWMX LEHTPax O4MCTKU. Kpome
Toro, Connect 1 Connect+ 3KOHOMSAT BaLUK
pecypcbl, Tak KakK MOMHOCTbIO YMpaBAsioTCs
cneunannctamm «Jlabopatopum Kacnepckoro.

PaHHee o6Hapy)XeHue aTak

Bbnaropnaps DDoS-aHannTuke «JlabopaTopumn Kacnepckoro» (Kaspersky DDoS Intelligence) mHorne DDoS-aTakm
O6Hapy>XMBAKOTCA Ha PaHHEN CTaAnu U He ycneBatloT npuunHuTb Bped. C nomoubio Kaspersky DDoS Intelligence
peleHne BeAET MOHUTOPWHI NOBeAeHUS GOTHETOB, YTO MOMOraeT 3ablaroBPEMEHHO y3HaBaTb O MOArOTOBKE
K MpOBEAEHMUIO aTaKM.

PacnpeneneHHble LeHTPbl OYUCTKMU

KnioueBon anemeHT Kaspersky DDoS Prevention — LeHTPbl OYMCTKM, NOAKIOYEHHbBIE K KPYMHENLLUM UHTEPHET-
MarncTpanam. B kaxxaom pernoHe «Jlabopatopua Kacnepckoro» ogHOBPEMEHHO MCMOJb3yeT HECKObKO LLIEHTPOB,
4YTO6bl UMETb BO3MOXHOCTb Pa3feNnTb UK NepeHanpaBnTb TPAOUK, HY XX AAIOLMACS B OUMCTKE.

KAK NMPUOBPECTM:

o Bonpocam NOKyYMKK U NobbIM APYTMM BOMPOCaM OTHOCUTENBHO Kaspersky DDoS Prevention
MPOKOHCYNETUPYMTECH C MapTHEPOM «JlabopaTtopum Kacnepckoro». KoHTakTHas MHPopmMaLmsa 1 anpeca
napTHEPOB NpeAcTaBNeHbl Ha cTpaHuLue: kaspersky.ru/find_partner_office

* CeHCop — NPOrpPaMMHbI KOMMOHEHT, OCYLLECTBAAIOWMIM COOP CTAaTUCTUKM MO TpaduKy 3aLlMLLIaEMbIX PECYDPCOB
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